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What is a Desighated Safequarding Lead?

Governing bodies should ensure that the school designates an appropriate senior member of
staff to take lead responsibility for child protection. Key aspects of the '‘Desighated
Safeguarding Lead' role include:

- Making sure all staff are aware how to raise safeguarding concerns

- Ensuring all staff understand the signs of child abuse and neglect

- Referring any concerns to social care

- Monitoring children who are the subject of child protection plans

- Maintaining accurate and secure child protection records

- Raising awareness of the school's safeguarding policies and procedures, and ensuring they are
implemented and reviewed regularly

- Providing advice and support o other staff on child welfare, safeguarding and child protection
matters

- Taking part in strategy discussions and interagency meetings, and/or supporting other staff to
do so

- Contributing to the assessment of children.

Safequarding Updates from the government

The government has issued an updated Keeping Children Safe in Education document that the
school must follow. This document guides the policies that we have in school in terms of child
protection and safeguarding. The main changes this year are details around domestic abuse and
child on child abuse. All staff members are required to read Part 1 of the document, which all
Hopton staff have done. If you are interested the document can be viewed at:

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment _data
/file/1101454/Keeping_children_safe in_education 2022.pdf

The Hopton Safeguarding Policy is updated each year in line with the Keeping Children Safe in
Education document and the Kirklees Model Safeguarding Policy. The Hopton Safeguarding
Policy will be available to view on the school website alongside other important safeguarding
related policies once they have been approved by the school governors.



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1101454/Keeping_children_safe_in_education_2022.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1101454/Keeping_children_safe_in_education_2022.pdf

Operation Encompass School

Our school participates in a national scheme called ‘Operation Encompass’, which is a joint
partnership between West Yorkshire Police and schools. One of the principles of Operation
Encompass is that all incidents of domestic abuse are shared with schools, not just those where
an offence can be identified. This system has been established to help schools provide in-school
support to children who have been present at, exposed to or involved in any domestic abuse
incident.

We know that children can be significantly harmed, physically and/or emotionally, during these
situations, and that it also negatively affects their learning and behaviour. Therefore, as part
of the Operation Encompass procedure, and to help mitigate the resulting negative impact, the
school receives an email or telephone call from the Education Safeguarding Service the morning
after a child has been witness to, or involved in, any reported domestic abuse incident. This may
also include where children are not present but there has been reported domestic abuse
involving anybody that has parental responsibility.

We are then able to use this information o provide the right support to any child and their
family as and when it is needed.

The Operation Encompass information is stored in line with all other confidential safeguarding
and child protection information.
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Safequarding in the curriculum.

Bikeability: Some of the Year 5 children participated in Bikeability training this half term,
giving the children opportunity to learn how to ride safely on the roads.

Anti-bullying week: Hopton will be participating in the annual Anti-Bullying Week from the 14™ -
18™ November. This year's theme is Reach Out. All the classes in school will be encouraged to
take part in a number of different lessons and the assemblies will have an anti-bullying theme.

Online Safety

Using online facilities to help with learning, keep in contact with others and to give some ‘down
time' is part of all of our lives, but it is important that we all know how to keep children safe
when doing so. Many of you will know about the Net Aware website, which has superb guides to
the most popular apps, games and social media sites, along with strategies for how to keep your
child safe when online.

https://www.net-aware.org.uk/

Did you know? All social networking platforms and apps have minimum age limits. Some social
networks use technologies that might not be appropriate for some ages, or engage with
communities that are made up of people much older than your child.

What are the risks of an underage social networking account?

- Many sites include an instant message function which allows private conversations. Not
everyone your child meets online will be who they say they are.

- Most social networking sites have an app version, meaning your child will have access to the
social network from their smartphone or tablet. Some app versions of social hetworks use the
location of the phone.

- Chat rooms and forums can connect people who are complete strangers and can be un-
moderated.

- Information shared between friends can be easily copied and may spread.

- It isn't easy to take back information that has been posted - and can be impossible if it's
already been shared.

- Chat rooms and forums are one of the places online groomers go o connect with children.
They can also be places where people use inappropriate language. This is sometimes done
through video chat programmes.

What can I do to keep my child safe?

1. Think about online routines: Have a conversation with your child about online safety and agree
some rules to help keep them safe.

2. Have a conversation about online pressures and cyberbullying: Remember to talk to your child
about what they are doing online and who they are talking to. Check in with them regularly and
remind them they can talk to you, another trusted adult, like a teacher, or a ChildLine counsellor
about anything they are worried about.



https://www.net-aware.org.uk/

https://www.childline.org.uk/

3. Set up devices safely: Make sure you set it up with your child, exploring any safety features.
Remember to use parental controls!

4. Keep children safe on conferencing apps: Supervise your child when they use these apps;
remind your child not to share chat links or passwords on social media; explore any security
features like how to report and block; talk o your child about what they are sharing.

Attached are some online safety parent and carer guides for some of the latest trends from
National Online Safety. (These are often posted on Class Dojo as well.)

AtNa

\What{Parents &[Carers Need|to]know about

d m

y
-

BeReal is the latest trending social mec h ceptis that people see others in their authentic

day-to-day,lives, sharing candid photos g onyapplying filtersiEach day at a random time,
ey'ré’doinéﬁt that exact moment. The

[ e ti 's;lec(‘u particularly glamorous or.

exciting activity. BeReal shares two pictures:a selfiefand an imageof the,immediate surroundings.

Users can only,view and react to their friends; photos once they,upload their own.

Like any social media app,
BeReal’s developers want users

regularly and scrolling for ¢ was sent

ds. BeReal only sends one / . are usually shared within the

n to post a picture each day, \ two-minute window, anyone your child is
but there are other alerts for events LN friends with on the app will know exactly
such as mentions, comments, friend where they are (or a ast, where they
requests and reactions to your photo. 4 ) 7 were two minutes earlier). As we've
This can cause young users to feel / y noted, this could include strangers who
pressure to open the app and respond, are intending to use this geographical
distracting them from other activities. E — | information for malicious purposes.

v -
CONNECTING WITH STRANGERS VISIBLE PERSONAL DATA /—,

When someone signs up to BeReal, it - 3 As with any other form of social

highlights anyone’in their phone's ' X ]y media, it's important that your

contacts list who already has the app - child doesn’t share too much

50 users can connect with friends, or \ personal information on their

invite others from their contacts. The i profile. BeReal allows for a photo, full

‘Discovery’ feed, meanwhi h 7 : < name, approximate focation and a short

posts from strangers and g bio. it’s safest to moke sure that your

option to add them as friends, too. This = child’s profile doesn’t display anything

means your child could potentially p which could identify where they go to

connect with - and communicate with - school or exactly where they live.
4
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PUBLIC SHARING ¢ REPUTATIONAL DAMAGE (:‘,

- . What your child says and does
As well as sharing posts with online - their digital footprint ~ sha
friends in the moment, the o% ) also the way that other people see them. It's
allows gO_SKS to be shared publicly essential that young people understand
and public content to be viewed. Before that when they post something online, the:
a user can see this public content, they e are giving the app in question%he ngh‘t to
must post their own photo first. do w%-atever they wish with that image or
Unfortunately, there currently seems to content, including sharing it elsewhere.
be a lack of moderation on the content 3 This form of permission is explicith
that's being uploaded, so a young user referenced ir?moal's tenn:pol usg
could be exposed to posts which aren’t x
suitable for their age.

L!W; NOTIFICATIONS KEEP IT AMONG FRIENDS (

BeReal offers the option to turn off individual types of notification. Remind your child why adding strangers to their contacts
Doing this will significantly reduce the number of times your child isn’t a good idea, and advise them to decline cn‘ friend requests

is tempted to open the app by incoming comments, uploads, friend from 90?Ie they don't know in real life. If something your child sees
reguests and so on. lronically, it will allow them to actually 'be real’ by on BeReal makes them feel uncomfortable, they can report it by clicking
being present in the moment and their current environment as opposed to on the three dots in the top right. The reporting tool allows them to state
being engrossed on social media. the reason that they're flagging up the post.
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STOP AND THINK CREATE A SAFE PROFILE L

BeReal's goal s for users to be authentic with friends, removing Remind your child to use an avatar as their profile pic (uq opposed

the pressure of that flawless photo or perfectly worded post. It's to @ photo of themselves) and use a nickname or just their first name,
still vital, though, that children stop and think rather than u Ioudln?h not their full name. Any information they add to their bio (which is
something risky just to meet the two-minute deadline. Point out to them optional) should be kept vague, and personal details should remain
what kind of information strangers could extract from an image: school rrivma. It's also worth turning off the ?oolocution feature either through
crests, street names or local landmarks, for example. he device's settings or in BeReal itself.
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Users of this guide do so at thelr own discretion. No liablilty Is entered Into, Current as of the date of release: 05,10.2022



https://www.childline.org.uk/
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At National Onfine Safety, we belleve in empowering porents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on ohe app of many which we believe trusted adults should be aware of. Please visit www.nationatonfinesafety.com for further guides, hints and tips for adutts.

& \Nhat Parent & Carers Need to’ Knowabout -

TikTok is a video-sharing social media app which lets people create, view and download looping 16-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2018 and

has featured near the to/p of download charts ever since. It now has around a billion users worldwide.
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’ ’ . nacting with others s simple on ikTok ~
.. %#h *©

Like all social modo‘:m.’et is des|
be oddctlvo. Itcan

revolves around videos -
|lp-y”cln mddanelng to mmle.m

There's m in-oj on to purchase
“TikTok coln: m ?'m

Into di; lhlrﬂvud for
emmgﬂhotcuncl "'&" ﬂrom

that helps parents and chiidren thrive in a digital world

Meet Our Expert Natlonal
Parven Kaur is ial media expert and digital media \ I

consultant who is passionate about improvl:\g digital literaicy for | n I n e
parents and childi he has extensive experience in the social S Gfet

media arena and is the founder of Kids N Clicks: a web resource J y
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 03.11.2021
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@ WHATSAPP

WhatsApp is the world s most popular/messaging|service, withlaround two billion|users exchanging texts, ﬁ.
photos, videos and documents, as\well'as mak /i o-end encryption means
messages can only be viewed by the send: n L sApp/can readthem. Updates to its
A

- N

privacy policy in 2021 (involvingsharing data,with parent/company) u'«:qbook)ﬁ:uﬂﬁ”s’ d millions to leave the app, but th
new policy was widely misinterpreted —itc relatedto\WhatsApp;sibusinessifeatures, no\t‘go' ersonal messages.

: wr A

POTENTIAL CYBERBULLYING

A\ > > Group chat and video calls
4 F' are gr.ol for connecting with

Fraudsters occasionally send WhatsApp N - multiple people in Wha ‘A‘PF' b
messages pretending to offer prizes - h - there is always the potentiol for
encouraging the usertoclickonalinkto | . someone’s feelings to be hurt by an
win. Other common scams involve unkind comment or joke. The 'onl(y
warning someone that their WhatsApp admins’ feature gives the admin(s) of a
subscription has run out (aiming to dupe -t group control over who can send
them into disclosing payment detuill‘}‘m m“anot, They can, for example, block
impersonating a friend or relative an people from posting in o chat, which could
asking for money to be transferred to 2 make a child feel excluded and upset.
help with an emergency.

" DISAPPEARING MESSAGESQ ‘ NTACT FROM STRANGERS

¥ tostarta wha!lAp_F chat, you
Users can set whotskp? messages to s ©Only need the mobile number of
disappear in 24 hours, 7 days or 80 days ~ the person you want to message
by delault. Photos and videos can also be A‘ . (the other person also needs to have
instructed to disappear after th » the app). WhatsApp can access the
rociplcm has viewed th These files ress book on someone’s device and
can't be saved or forwarded - so if your recognise which of their contacts also use
child was sent an Inu;:rvoprlal- ~ J the app. So if your child has ever given
message, it would be difficult to prove their phone number to someone they don't
any wrongdoing. However, the receiver . L know, that person could use it to contact
calr:’toko a screenshot and save that as them via WhatsApp.
evidence.

ENABLING FAKE NEWS ﬁ LOCATION SHARING &

The ‘live location’ feature lets users

WhatsApp has unfortunately been linked share their current whereabouts,

to accelerating the spread of dangerous ‘ allowing friends to see their movements.
rumours. In India in 2018, some outbreaks WhatsApp describes It as a “simple and
of mob violence apf:our to have been secure way to let people know where you
sparked by false allegations being shared are.” It is a useful method for a young

on the upr WhatsApp itself took steps to person to let loved ones know they're safe
Frevant ts users circulating hazardous = but if they used It in a chat with poorlo
heories and speculation in'the early 2 < they don‘t know, they wouid be exposing
weeks of the Covid-19 pandemic. h A { thelr location to them, too.
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[ CREATE A SAFE PROFILE EXPLAIN ABOUT BLOCKING & REPORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive Young people shouldn’t engage with any
hone number to add them as a contact, 5 messages, calls or files from o contact, they message that looks suspicious or too good

t's also worth altering a young person’s should block them uslngb‘somn s’ In the chat. to be true. When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
photo and status. The options are show up on their device and stays undelivered. first time, they'll be given the option to
everyone’, ‘my contacts’ and ‘nobod Blocking someone does not remove them from report it as spam. If the sender claims to be
choosing one of the latter two ensures that our child’s contact list - so they also need to a friend or relative, call that rouon on their
your child’s profile is better protected. e deleted from the address book. usual number to verify It really is them, or if

it's someone trying to trick your child.

=
LEAVE A GROUP THINK ABOUT LOCATION ) DELETEACCIDENTAL "  CHECK THE FACTS
If your child is in a group chat that Is If your child needs to use the ‘live MESSAGR L You can now fact-check
making them feel uncomfortable, or location’ function to show you or p messages that
has been added to a group one of their friends where if your child posts a message "‘°¥ forwarded at
that they don‘t want to be they are, advise them to want to delete, WhatsApp allows the 08, by
G;nt of, they can use wss  share their location ong user seven minutes to erase a double-tapping the
hchpn'l group settings 4 for as long as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a WhatsApp gives a range of message, choose ‘delete’ and then right of the message. From %
group; the admin can add “live location’ options, and your delete for everyone.’ However, it's there, your child can launch a “‘ \
em back in once; If they child should manually stop sharing | important to remember t Google search and decide for

leave a second time, it is their position as soon as it is no | recipients may hawvi themselves whether the g @

e seen (and
taken a screenshot of) o message
permanent. longer needed. Galore It weer delotu: 9 message was true or not.
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AtNational Online Safety we believe in empowering parent
safety with their children, should they feel it i
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What are they?
2 ‘Friends & -~
Followers’

What makes social media actually ‘social’
are the connections users make with other
users on the platforms. Every social
networking site handles these connections
differently, calling them ‘connections’,
‘friends’ and ‘followers’, amongst others.
Having friends and followers is how we find
out what other people say and do. Your
friends and followers are much more likely to
see your online content than those outside of
your network, which is why it’s important to
be mindful of who you connect with and what
you share. On some platforms, if two
accounts follow each other, this may allow
additional communication channels such as
private messaging.

Qscar

147 Followers

Please visit nationalonlin

This may include yourchild ‘s home address, school)
date of birth, namesof siblings orotherrelations, as'
wellas seeing photos thatinadvertently contain
sensitive information. Thisis completely harmless
information forgenuine friendsorfamily butcould
causeissues in the hands of acriminal:

ishing'is the common name givento.an
individual'posing as someone else onsocial
medid. Theydothis to try and befriend typically
Koung and vulnerable people who the¥ {ooKto’
then take advantage of; Untortunately, there are
many examples of this hufn eningacross the
world that have had real=lite conseguences.

Online bullying

Once aconnection is made on social media, there:
iSthe potentialtoisend private messages between
individuals:Itis difficultforsocial networks and
otheruserstosee whatis beir;? said between
dccounts: This provides an opportunity forbulliesto
victimise individuals and can create d dangerous
spiralof online activity.

It’s really important that your children knows that
they can speak to someone about anything
they’re not sure of online. It's crucial that the
know they won't be judged or told off for anything
they've done; it's far more important to know if
they're in danger or worried about something.

Seek additional guidance

If your child wants to spend a lot of time online and.
is displaying compulsive or addictive behaviour, is
negative, struggles with schoolwork and reduces
real-life interactions or has frequent changes in
mood, they could be experiencing negative
interactions online. Speak to them and seek support
fromtheir school or yourlocal safeguarding team if
you think your child has been affected.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety
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Safety Tips

Check privacy settings @'

Platforms such as Facebook allow users to modify
their privacy settings, which means people who are
not friends can't see all your profile information. It's
also possible to hide this information for some or all
of your connections. Always make sure your child’s
accounts are set to private.

Talk about strangers

Make sure children understand that they should
only connect with people that they know or can
completely trust. They should be wary of anyone
messaging them frequently who they don’t know
inreal life or have never spoken to or actually seen
online. Catfish will stick to text-based messaging
only, to keep their identity secret.

Children should be mindful that everything they
share will probably exist online forever and that they
shouldn't share anything that gives too much
information away. Every now and again, they should
delete old connections that they no longer spend
time with. Old accounts can easily be hacked,
exposing personal information to strangers.

Our Expert (

Emma Davis

Emmna Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training fo organisations
nationally and has extensive knowledge
and experience of managing how children
access services and apps online.

Instagram - @nationalonlinesafety
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